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Chapter 1 
 
 

Introduction to Software Testing 
 
 
 
 

Introduction  
 
Software testing is the means through which a software product is assessed for 
quality. Software testing is also a means through which software defects are 
detected so that they can be fixed. Fixing of defects will improve software 
product quality.  
 
According to research firms like Gartner, AMR Research etc. software defects 
account for losses of revenue to the tune of millions of dollars annually to 
various businesses. Some of this loss can be directly attributed to inability of 
computer systems to create proper order creation, billing for products and 
services, or simply not providing proper environment for customers to purchase 
products and services online or even offline. Similarly faulty software products 
lead to indirect losses due to unavailability of services rendered through 
computer systems for purchase, billing, accounting, product development, 
operations management and other services crucial for running mission critical 
systems for businesses. All of these problems are caused by defective software 
systems. In fact, many software systems for critical life saving services in the 
medical, civilian and military services do not work properly due to defective 
software systems and thus causing loss of life and property to thousands of 
people annually. 
 
What all this means to the society and people in the software industry? One 
crucial observation comes out of these facts for sure. That software products 
need to be tested more rigorously and it is to be made sure that they are defect 
free so that the problems discussed in the above paragraphs can be avoided. If 
you look at the software industry, you will find that there is a clear need of 
trained software testing professionals in large numbers so that better quality 
software products can be made and deployed to eliminate the above mentioned 
problems.  
 
In this chapter, we will quickly go through basic concepts of what is software 
testing, its importance, types of testing, level of testing, test planning, test 
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reporting, what is a software defect, test design, test automation etc. In 
subsequent chapters in part I of this book, we will discuss about each of these 
concepts in detail. 
 
 
 

What is software testing?  
 
When an organization decides to have a software product developed to be used 
for any specific business (or other purpose) requirement, a software development 
project is instituted. Business requirements are captured and an appropriate 
software design is made based on these requirements, and finally software code 
is written based on the software design. It can happen that the software design 
made is not correct and thus it will not lead to right product to be made. 
Similarly when source code is written based on a correct software design, the 
design itself may be wrong and conversion of the design into source code thus 
leads to incorrect source code.  
 
In a nutshell, all along the software development process, there is always 
possibility of things going wrong and the software product thus getting infected 
with defects. In fact, despite taking precautions to make sure that defects do not 
enter into work products; some defects always go in those work products. 
Software testing takes the work products of the software and tests them to see if 
they are working as per the documentation or if they have any defects. Using 
software testing, we can find the defects to be fixed. Even if the purpose of 
software testing is not to fix the found defects, it anyways helps in assessing 
quality of the software product. 
Without software testing, it will be impossible to know quality of the software 
product. 

 
 
 
 



Software Testing & Quality Assurance: From traditional to 
cloud computing 

 

3 

 

 
 
Our everyday life is full of examples of what is testing. When we actually start 
doing testing for things which occur after some event; we observe an event and 
compare the results of what is stated about the outcome of the event to the actual 
outcome. Simply put, if the statement (containing prediction about outcome from 
the event) is correct or incorrect. So we have an expected result after happening 
of the event and an actual result which we actually get. Comparing these two 
(expected vs. actual result) will give us an idea whether what is stated is true or 
false. It must be mentioned here that it is over simplistic to state whether an 
event observed passes or fails as per expectation of the observer. It could also be 
neither true nor false and in this situation, it is apt to state that it is difficult to 
guess an answer for want of some further evidence or further information. For 
evaluating the statement we use our life experience, common sense, 
communication skills, established standards, valuable opinion, and other 
sources; if a clear specification is not provided.  
 
Let us see some of the contexts in which a testing can be performed in the table 
given below. All the contexts mentioned in the table pertain to a web based 
application which requires user authentication (login) to get access to the 
software application and download a document. 
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As can be seen in the above table, many of the contexts of testing are not hard 
facts. It depends more on the context than hard facts. So the software tester will 
not only have to depend on hard specifications (if they are absent / partly 
available etc.) but judgment based on experience, standards, common sense, 
communication, valuable opinion etc. to deduce whether a test case passes or 
fails when the actual and expected results are compared. 
 
 

What is a test case?  
 
 
 
Software testing is all about verifying if any software product is working as per 
requirement and design specifications or not. This is done by taking each 
requirement or design specification and making a test case based on it. The test 
case consists of providing some input to the static / running instance of the 
software product, having an expected outcome when the software product is run 
and then finding the actual outcome. Comparing the expected and actual results 
will provide the information as whether the particular test case has passed or 
failed. If the test case has passed then it means that the software product is 
running fine for that test case. If the test case fails then the software product is 
not running as per expected. 
 
 
 
 

 
 
 
A test case can consist of the serial number of the test case, the test statement, 
entry criteria, exit criteria, expected result, actual result, tested by, test date, 
supporting facts etc. We will learn about test cases and test case designs in 
Chapter 3. 
 
 

Why is testing required?  
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Any product or service when made (produced / manufactured / assembled / 
engineered / developed etc.); there is a transformation of material / information 
during the entire development /production / manufacturing / assembly 
/engineering process. People and / or machines work during this entire period 
to do the needed transformation in material / information. It so happens that 
either the input raw material / WIP material / input information etc. may 
contain defects /impurities. The output from the process thus may contain 
defects /impurities due to defects / impurities in the input material / 
information. The process step which does the transformation may not work as 
per the specific way they are supposed to do. The machine or the people working 
there may thus introduce defects in the work product.  
 
The first kinds of defects are thus related to inputs or material and are known as 
material defects. The second kinds of defects are related to the process and are 
thus known as process defects. To make the finished product / information; it is 
imperative to remove these defects. For this, the finished product or work 
product is inspected or tested. This inspection or testing is performed by 
comparing expected output to the actual output. If expected and actual output is 
the same or the difference is within acceptable limits then the work product or 
finished product is said to have acceptable quality. If not then the product 
quality is bad and thus it either needs to be reworked to make it of good quality 
or it should be rejected. So testing or inspection of work products or finished 
products is carried out in order to check quality of the product. 
 
Finding root cause of defects and finding ways to eliminate them is the purview 
of software quality assurance. We will learn about software quality assurance in 
part II of this text. 
 
Let us understand as to why testing is required from a real life situation. Suppose 
you have a land line telephone connection. You pay monthly rental plus 
payment for all the calls which were made on that telephone line for that 
particular month. The telephone company sends you a monthly bill and you 
need to pay the bill within one month from the date the bill was made. To be on 
the safe side, you keep a record of all calls you make so that the telephone 
company can not bill you wrongly. In a particular month, you notice that there is 
a disparity between your record and that given in the bill sent by the telephone 
company. You contact customer service department of the telephone company 
and discuss the bill. After much discussion, it is found out that the difference was 
due to faulty calculation for the new plan which was introduced last month. The 
billing software was not rounding off calling time correctly. So if a call lasted for 
11 seconds, then the software was billing for 20 seconds and not 10 seconds as it 
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was supposed to do, as per calling plan. The telephone company promptly 
announced the glitch in the software and announced that it will correct billing 
and send a corrected bill to all customers.  
 
Clearly in the above example, there was a defect in the billing software. From the 
customer perspective, this software defect presents the telephone company in a 
poor light. The telephone company will have to make extra effort to keep its 
customers from switching to a rival telephone company and thus having such 
software defects is costly. So even a simple software defect should not be allowed 
and thus testing of the software is very important to ensure that such defects do 
not go in the operations of the software product and should be caught during 
software development itself. 
 
In our daily life we see and use a lot of software products. We are able to use 
most of them successfully because these products have been tested thoroughly 
before they are made available to end users like us. They make sure that the 
software product does not contain software defects. But imagine if some of these 
software products were not tested thoroughly and thus contained defects. It 
would make the life miserable for everybody who use them. Owner of the 
software product or license also suffer because they have to deal with customer 
complaints, loss of revenue, law suits for shoddy services etc.  
 
 The above presented example of a software defect belonging to a telephone 
company may be termed as a severe defect. But in cases where life of people 
depend on operations of a software product then any software defect can lead to 
life threatening experience. In those cases, software defects are absolutely a no-
no.  
 
 

What is a defect?  
 
When we buy and use a product from the market, we know if it has any defect. 
How? Suppose; we bought a personal computer and started using it. But we 
found out that the CD-ROM drive which was part of the computer is not 
working. Just to confirm if we are correct, we visit the computer shop from 
where we purchased it and gave the computer to the support department there. 
They checked and confirmed that the CD-ROM drive was faulty. Since the 
computer was under guarantee, the part was immediately replaced. So the 
computer had a defect which was subsequently fixed. Similarly, a software 
system may have defects. If a function in the software system is not working as 
per documentation, it is a defect. If a function is not working as per our own 
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judgment then it is a defect. If a function is not working as per opinion of a 
trusted and reliable friend then it is a defect. If a function is not working as per 
standards then it is a defect. In fact even in a small software product, there could 
be millions of defects. 
 
The important point to be considered here is how severe is a defect. If a defect is 
a flimsy one then it does not adversely impact the user of the product. But if the 
defect is severe then definitely it impacts the user. This distinction is important. If 
a testing team finds a large number of defects but this list does not contain many 
severe defects then the testing effort is not worth much. On the other hand if the 
testing team does not find a large number of defects but the list of defects 
contains a good number of severe defects then the testing effort can be 
considered as a good effort. 
 
 

How much Testing is good enough?  
 
Suppose you need to plan your travel from your home to your office. Your office 
is located 8 kilometers from your home. Off course, there could be hundreds of 
roads which you can take to reach your office from your home. But we are taking 
just a simple example where you take a local road to the highway and from the 
highway to a local road to your office. There are 7 roads which you can take from 
your home to the nearest highway. From the highway, there are 11 roads which 
you can take to your office. So we have 11X7 + 11X6 + 11X5 + 11X4 + 11X3 + 
11X2 + 11X1 = 308 possible combination of roads to take. This is the simple 
scenario. In the other scenario where all possible city roads are to be taken into 
account then it could be millions of possibility of combinations of roads.  
 
In software systems testing, same kind of phenomenon takes place. When the 
user of the software system is given options to fill information in text boxes for 
doing some transaction, the transaction can have millions of types of output due 
to various combinations of possible inputs. So when a tester is required to 
validate whether the output transaction is valid or not, he will have to create 
these many test cases to cover all the possible combinations. But in real life, this 
is simply not possible. Writing and executing millions of test cases will take years 
to test a software system. The tester is given only a limited amount of time to test 
a system (generally it is in days or in months at best). So how the tester will be 
able to test the system effectively in such a short time?  
 
If the tester has access to the source code then he can read it and then can find 
out the constraints put in the code. For instance, suppose a piece of source code is 
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for calculating Income Tax. Income tax can vary widely. But the tester finds out 
from the code that the income tax calculation is only for 3 tax slabs. This 
information makes the task of the tester easier. Now he / she will test the 
application for only these 3 slabs instead of all possible tax rates.  
 
But in most cases, the tester does not have access to the source code (black box 
testing: See chapter 2 to learn about black box testing). Sometimes, the system he 
/she is testing is only an executable piece without the source code (COTS 
software for instance!). Even if the source code is available, it may not be possible 
for the tester to find out which piece of source code is being executed for the test 
case he /she has made (extremely large system). So again the same question as to 
how the tester may test the system? 
 
The solution to this problem is in using experience and various techniques for 
effective testing. Experience based testing is also known as domain (subject 
matter expertise) testing. For instance, the tester may have to test a system made 
for a grocery retailer for store management. If the tester is experienced on 
grocery retail systems and knows about grocery retail business well then he / 
she knows what kind of inputs may be required in the system and what could be 
the expected outputs. So he / she reduces the range of inputs for testing the 
system for valid inputs. All other kind of inputs will be invalid and thus he does 
not have to test for all these invalid inputs. Only a few of them will suffice for his 
testing.  
 
There are also some techniques available to reduce number of inputs and thus 
number of test cases. Some of these are boundary value analysis, equivalence 
partitioning, decision table testing etc. These techniques help in reducing number 
of test cases for testing and thus help in reducing testing effort. 
 
The final word on how much testing is good enough depends on what kind of 
application you are testing. If the application which you are testing is not of 
critical importance, then probably you will not go for rigorous testing. Customer 
also does not expect you to have a thoroughly tested application in this case. But 
in cases where the product is to be used for business transactions or anything 
related to saving of human lives then superficial testing will not do.  Roughly we 
can divide applications in 3 categories. 
1. Applications which are to be used lightly: Applications like games, 
general information application, parts of application which are secondary 
in importance etc. do not need to be tested thoroughly.  

2. Applications which are mission critical: These applications need to be 
tested thoroughly. All parts of the application which involve some kind of 
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transaction (e.g. purchasing, accounting, billing, ordering etc.) need to be 
thoroughly tested.  

3. Life saving / defense applications: These applications need heavy duty 
performance (e.g. software for life saving equipment, software for critical 
defense purposes). No compromise can be made with performance of the 
equipment and the software associated with these equipments. Even a 
minor defect can pose a threat to life or to an entire nation or in some 
instance to the entire world (imagine a faulty piece of software code 
results in firing of arsenal of nuclear bombs!). So complete testing is 
needed in these cases even at the cost of spending too much time. 

 
 
 

Importance of software testing  
 
What happens when a software product is made and shipped to customers 
without checking if it is working as per intended use? Well, for this matter, any 
product if shipped to customers without checking for its quality is a call for 
disaster. The product will fail to satisfy to the needs of the customer and the 
customer may face hardships due to faulty product. Ultimately the customer 
may even sue the manufacturer. And in any case, reputation of the manufacturer 
is permanently damaged in the market. Product testing is something which can 
not be taken casually. Before a product is shipped, it must be ensured that it 
meets the quality norms. As has been mentioned previously, software testing has 
2 roles. First; to detect defects so that they can be fixed. Second; to find quality 
level of the software product. Finding quality level of the software product is 
very crucial for taking decisions regarding release of the software product. On 
the other hand, defect detection is used for fixing defects so that quality level of 
the software product can be improved.  
 
 

Software testing lifecycle 
 
 
From software lifecycle point of view, software testing must be done throughout 
the lifecycle of the software product. When the software product is being 
developed, main role of testing is to detect defects so that they can be removed. 
During deployment, main goal of software testing is to report known defects as 
well as find walk around for these defects. During maintenance, goal of software 
testing is to detect defects so that they can be fixed in the current maintenance 
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cycle. During operations, goal of software testing is to find defects so that they 
can be fixed in the next maintenance cycle. 
 
During development, there are many phases. In requirement development and 
software design, there are no source code which can be executed to find defects. 
In these 2 phases, the work products are only specifications. So in these phases, 
only these specifications are tested. When the source code is being written, the 
source code is constantly tested to make sure that it does not contain any defects. 
Now, source code is not written in one go. Most of modern software products are 
large enough that it is not possible to develop it by a just a small bunch of people. 
The large size also necessitates that the work of software development be 
divided among project teams. In fact, the software design is made in such a way 
that the software product is divided into many modules or components so that 
many teams of developers can work independently on their own piece of source 
code. These modules are further divided into hundreds or even thousands of 
procedures or classes. Each class itself is composed of many functions. But at the 
basic level, these classes are considered as a unit of source code. So a developer 
writes a unit of source code and then he checks this piece of code to ensure it is 
defect free. For this he conducts many tests which are known as unit tests. Once 
this piece of source code is complete, then he integrates this piece with other 
pieces of source code. Generally he integrates his code to what is known as main 
software build. At this time, he must check the main build to see if his code has 
integrated well. This is known as integration testing. When all pieces of code has 
been integrated then we get the complete software system. At this stage, the 
entire system is again checked for any defects. These tests are known as system 
tests. Finally when the software system is deployed at customer site, then it is 
again checked for defects. These tests are known as acceptance tests. During 
maintenance & operations, the software product is continuously tested for 
defects.  
 
We can see that, during the entire period from concept stage to development and 
to maintenance till the software product retires, a hell lot of tests are performed 
on the software product and the associated work products. If tests are not 
performed at all the above mentioned stages then the software product will be 
full of defects and will never be useful to the end users. Even if the end users 
somehow use it, the support costs will be prohibitively large. It definitely makes 
sense to perform all these tests on the software product. 
 
 

Software testing & Software Quality  
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Software quality in the simplest terms is how much the software product being 
developed conforms to the expectations of the customer. In other words, 
deviations in the software product from the customer requirement specification 
in its functionality from what is stated in the requirement specifications then it 
has a bad quality.  
 
After a thorough testing of the software product do you think, the software 
product quality will become good? Not by any means! It is impossible to detect 
and remove all possible defects even after testing for an incalculable amount of 
time and resources. Then how do you know level of quality of a software 
product? And more importantly how do you ensure that what you are delivering 
to the customer is of good quality? 
 
The primary task of software testing is to explore the software product and find 
defects so that they can be fixed. Finding and fixing defects can go on and on 
because total number of defects in any software product can never be found out. 
But the software test team is given only a limited amount of time to do their 
work and yet be able to make the software product achieve an acceptable quality 
level. For doing their work, the test team takes help from software engineering 
techniques. So they get historical data about number of expected defects from 
previously executed similar projects. From this data, number of expected defects 
in the current product being made is known. So when they finish their one cycle 
of testing, they can see where they stand by comparing the number of defects 
they have detected to the expected number of defects still present. This 
information will provide the level of quality of the software product. It can then 
be decided if this level of quality is acceptable or not. If not then further testing 
can resume. This way, software testing can be linked with software quality. 
 
 

Types of testing  
 
Software products are increasingly being used in all fields of our lives. They are 
being used in almost all industries and in our own daily lives. They are used for 
many purposes including making our lives easier by facilitating functions such 
as electronic commerce, online internet transactions, personal productivity, 
embedded artificial intelligence in automobiles, electronic goods etc. Due to 
many kinds of uses, software systems are of different types. Testing them will 
require different kinds of strategies and testing approach. At the same time, 
different kinds of testing is performed to assess different kinds of quality 
parameters of the software application. So on one hand, we have functional 
testing types like smoke tests, sanity tests, exploratory tests etc. On the other 
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hand, we have tests like performance tests, usability tests, security tests etc. We 
will learn about various kinds of testing in Chapter 2. 
 
 

Principles of testing  
 
 
Like most things in life, testing also has some principles under which it operates. 
Some of them relate to testing during software development lifecycle while 
others relate to what testing can and can not do. 
 
Let us discuss some of these principles: 
Defect detection: One of the most important aspects about testing is that, it 
pinpoints the exact defects in the software product. At the same time, testing can 
never show that the software product is ever defect free. Even after exhaustive 
testing, some defects are bound to be undiscovered. Suppose after a round of 
cycle of testing, the test team finds no further defects. Even with such a scenario, 
it can never be said that the software product is defect free now. The practical 
approach to software testing is thus not to try to make the software product 
absolutely defect free but rather to achieve a quality which is acceptable to the 
customer for the given time and budget constraint. 
Exhaustive Testing: A defect free software product can never be attained even 
after you do an exhaustive testing. At the same time, there are factors like time to 
market, resource, budget and time limitations which provide a time and resource 
constrained window for doing the software testing. At best you can target an 
effective testing in the given window. In this window you should have the aim to 
achieve an acceptable level of quality. For instance, a software product of size 
100,000 lines of source code is to be tested which has been developed from 
scratch. It has to be tested within 30 working days and an acceptable quality level 
of 0.002 critical defects per thousand lines of code has to be achieved. That 
means, after the testing cycle 200 critical defects in the product is an acceptable 
quality level. The initial quality level before testing has been calculated to be 0.10 
critical defects per thousand lines. That means the expected number of defects in 
the software products is 10,000 before start of testing cycle. That means the test 
team has to detect 9,800 critical defects in 30 working days. These kinds of goals 
are generally presented to the software test teams. 
Early start: If software testing is started late in the development cycle then the 
test team may not be able to detect a good number of defects for lack of time. The 
test team also needs time to get familiar with the project and at the same time 
there are too many activities associated with software testing which are to be 
performed before defect detection cycle can begin (e.g. test planning, test 
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strategy, test design, tool selection, communication management, test case 
writing etc.). Testing should start early in the development cycle for these 
reasons. 
Defect clustering: When the software product is in operation, the end users keep 
finding defects in the product. It is simply not feasible or practical to fix these 
defects whenever they occur. A better way is to make a log sheet to list these 
defects. When it becomes feasible to fix a number of defects together in a 
maintenance cycle then a maintenance project is taken and those defects are 
fixed. Even in the list of defects some defects are critical or urgent to be fixed. So 
in the maintenance cycle a cluster of defects should be made which should be 
fixed together. It may not be feasible to fix all the defects listed in the log sheet. 
Non critical or not urgent defects can be skipped in the maintenance cycle and 
they can be taken up in some future cycle for fixing. 
20%-80% rule (Pareto Diagrams) – It is not rocket science but it is true that 
almost always 20% parts of the software product contains 80% of defects and 
similarly remaining 80% of the parts contain just 20% of defects. These parts with 
high density of defects should be identified and should be tested thoroughly to 
remove most of the defects than to test every part of the product with equal 
intensity.  
Unproductive testing: On a test project, the test team designs and then writes 
test cases. These test cases are run to detect defects. Many of the test cases pass 
and do not find any defects. But some of the test cases indeed find defects. These 
defects are fixed and retested. In the next cycle, number of defects found will be 
less than the first pass of test cases. In fact, in the second pass, it is perfectly 
possible that no further defects are found. This fact indicates that, it is 
unproductive to keep running same test cases again and again. Instead, the test 
cases should be modified using experience and by using good testing techniques 
to catch more defects. 
Context: Definitely level of quality required for different software products vary 
as per their usage from industry to industry. So we can have an e-commerce 
website where financial transaction takes place and we can also have a plain 
website for getting general information. Testing effort required for these 2 sites 
will be entirely different as their purposes are different. Financial transaction 
requires accurate calculation of order payments to be made as well calculation 
for taxes, commissions, rebates etc. These features need rigorous testing to make 
sure that these calculations are always correct. Similarly, security must be 
ensured of these transactions lest credit card number or any personal 
information is stolen by some unscrupulous third party individuals. In the case 
of plain website with no financial transaction, no such things are present on the 
website. So this website does not need the level of testing required as is the case 
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with the e-commerce site. Clearly the context under which testing activities have 
to be performed, determines level and kind of testing to be performed. 
Holistic testing: While testing, the bigger picture must be taken care of. For 
instance, if it is found that the software product being tested is not made as per 
end user needs then it will be useless to test it. 
 
 

Levels of testing  
 
When the software is being developed, it goes through many transformations. 
When the source code is initially written, it is usually written in small units of 
code. Once these units are complete, they need to be integrated with other units 
of source code. Finally the entire pieces of source code are integrated to get the 
complete software product. To make sure that the source code being written is 
mostly defect free; tests are performed at each stage of evolution of the product. 
So at unit level unit tests are performed. After these units are integrated with 
other units, integration testing is performed. Once the complete product is 
assembled, system tests are performed. The top level tests are the user 
acceptance testing level. We will see and discuss test levels in chapter 2. 
 
 

Test planning & test management 
 
Software testing is a serious business and needs an elaborate and careful 
planning lest things may go haywire due to unplanned activities being carried 
out in haphazard manner. It requires making a test strategy and planning for all 
testing tasks involved on the project to go smoothly and thus execution of the 
project does not pose many difficulties. How much testing is needed, how many 
test cases have to be created, how much of the software product has to be 
covered for the test, what kinds of testing will be needed, what amount of effort 
and time will be required in test case creation, test execution, defect tracking, test 
automation etc. has to be estimated and communicated to the management so 
that they can find out amount of budget and time commitment required and 
whether the testing activity is feasible in the given conditions. At the same time, 
proper schedule has to be developed for all testing tasks so that resources can be 
acquired in advance for the project.                                We will be discussing test 
management in Chapter 4. 
 
 

Test Analysis & Design  
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At the most basic level, the test team should analyze what kinds of testing are 
needed to be done (white box/black box/functional/non-functional etc.) on the 
project. This will help in designing appropriate test cases.  
 
Major tasks in test design & analysis include reviewing requirements, software 
design, interfaces & architecture for testability, prioritizing test areas, creating 
test data and setting up test environment (test bed preparation). 
 
Writing test cases require a lot of considerations. What type of testing is to be 
done (whether functional, performance, usability, security etc.), what kind of 
inputs may be required (domain specific), what kind of testing is to be done 
(positive, negative, boundary value analysis etc.) etc. are some of the 
considerations which go before the test cases are actually written.  
 
The best way to write functional (domain) test cases is to prepare test scenarios 
first. Test scenarios will capture the business logic and business flow which are 
required to be tested. Each test scenario will have many execution paths. These 
paths are to be identified. Out of these paths, the critical paths should be chosen 
to write the test cases.  
 
For security testing, parts of the application should be identified which could be 
prone to security threats. The areas such as user registration, user authentication, 
roles, features related to roles, accessibility of different parts of the application to 
different roles should be checked. Similarly unauthorized access to be checked to 
make sure that the security mechanism works properly. Application should also 
be checked for data theft, impersonalization etc. 
 
In sanity tests, critical parts of the application are tested in the production 
environment to make sure that they are working fine to ensure that the 
application is running smoothly and that the end users do not face any difficulty 
in using the application in their daily work. 
 
Similar consideration is given for test design to other kinds of tests to make sure 
that the tests are useful and that they target the right aspects of the application. 
We will be discussing test design aspects in Chapter 3. 
 
 

Test Execution  
 
Once we have everything set up and we are ready to go with our test cases, we 
start executing the test cases. Depending on the test cycle level, different kinds of 
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test cases will be executed. If we are at structure level of testing, we will execute 
unit tests and integration tests in parallel with the development cycle flow (in 
fact unit tests are executed even before the actual source code is written). If we 
are at system level testing, we execute our test cases after the development cycle 
is complete and ready for system testing. If the system is ready for deployment, 
then user acceptance testing is carried out by end users (sometimes, it is better to 
have a pre user acceptance testing to make sure no defects escape into 
production or deployment). 
 
For regression tests, we validate whether existing set of regression test cases are 
valid. If not then we make changes in those test cases. Once the test cases are 
ready, we start executing the test cases. Once all test cases are executed and the 
test cycle gets completed, a report is made about number of test cases executed, 
how many test cases passed and how many failed. 
 

 
 
 
 
 
If after one cycle of test execution, it is found that level of product quality is still 
below the expected level (defects found in test cycle/expected number of defects) 
then the test cycle can be repeated. If in the first test cycle, too many defects 
(more than expected number of defects) are found then this may pose problems 
for not only the test team but in fact the entire project team. This will indicate 
that the software product has not been built correctly and it has serious design 
and or construction faults. In such a case, it is better to overhaul the software 
design/construction and not to do further testing. 
 
 

Defect Lifecycle  
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When the testing team starts executing test cases, they will realize that some of 
the test cases do not pass and thus some defects are found. These defects must be 
declared, be informed to concerned person, get it fixed and finally get it closed if 
defect fixing is verified to be good. 
 

 
 
 
 
 
 
 
 
 
Defects are the most important part of testing. This is where effort of the testing 
team is displayed. The money spent on software testing team is worth it or not is 
determined by the number and quality of defects detected by the testing team. 
On the other hand if too many critical defects escape to production then the 
testing effort can not be justified. We will be discussing defect lifecycle in 
Chapter 4. 
 

 Test reporting  
 
Even though other parts of testing project are important; the reporting of defects 
are the most important aspects about testing. It is because only through reports, 
the management and the customer will know how effectively the testing cycle 
has been executed. There are many metrics which are associated with test 
projects. some of the most important metrics include requirement traceability, 
defect injection rate, defect removal rate, expected defect density, number of test 
cases, test case execution rate etc. 
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When the test execution cycle starts then there are lots of reports generated. One 
of them is the daily reports. How many test cases were run, how many test cases 
passed, how many test cases failed, how many defects were reported, how many 
defects fixed, how many defect fixing failed etc. are some of the reports which 
are generated daily. At the end of the test cycle a consolidated report is generated 
based on all these daily reports. Apart from these reports, there are also reports 
about criticality of defects. So we have reports about how many critical defects 
reported, how many medium severity defects were reported, how many mildly 
severe defects reported etc. On top of these reports, there are also consolidated 
reports for each module of the software application under test. So we can have 
module wise defect reports as well. We will discuss test reporting in detail in 
Chapter 4. 
 
 
 

Test automation  
 
Software testing is a large effort. To reduce this effort, automation should be 
done on test projects as much as possible. Some of the areas which are currently 
amenable to automation include test case execution automation, test case 
creation automation, some aspects of test case management, some aspects of 
defect tracking etc. Out of these activities, test case execution, defect tracking and 
test management activities are the most amenable for automation. So on most 
projects, we have automation tools which help in doing these activities to 
increase productivity as well as to streamline them.  
 
Whenever test execution automation is to be done, it has to be made sure that it 
is worthwhile to do so. Defect detection is a tricky issue. A human brain despite 
all its constraints is still superior to any artificial intelligence device. The human 
brain can work in many subtle directions to find defects in software product 
which any artificial intelligence device can not. So the purpose of test execution 
automation should not be primarily to find defects but to reduce time required to 
certify the software product under testing. Manual test execution should be for 
finding defects when the first round of testing is performed. While test 
automation should be done for regression tests because first of all, the purpose 
here is to certify instead of to find defects and secondly, regression test suites 
become large after some iterations of software development cycles and executing 
all the regression tests takes too much time if done manually. Test automation 
reduces this time drastically.  
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Test execution automation is also beneficial for performance tests because doing 
them manually is difficult. Test automation tools generate a large number of 
virtual users to simulate a large load on the server on which the software product 
under test is running to check if the performance of the application is adequate 
under such heavy load conditions. 
 
Defect tracking automation is good because it helps in running the complete 
work flow of logging defects, assigning defects, fixing defects, re-verification of 
fixes and closure of defects. Defect tracking application running as a central 
facility for many teams or project team members working from remote locations 
also makes it possible for the entire project team whether co-located or not; to 
work seamlessly on the project. 
We will discuss test automation in detail in Chapter 5. 
 
 
 

Exit Criteria & Test Closure  
 
 
When to exit from software testing phase so that deployment activities can start 
depends on many factors. Some of the exit criteria from testing include successful 
completion of test objective, infeasibility of carrying out further testing 
(immature software product under testing), completion of testing as per contract 
etc.  
 
Once any of these milestones are achieved, software testing activities can be 
stopped. Before closure of testing phase, some closure activities also need to be 
performed. All the test reports, defect reports (both closed and still open defects), 
test bed with all test data, all test ware etc. need to be handed over. If any of 
these things are needed for next round of testing then they will again need to be 
procured. One very important activity to be performed before test closure is 
preparing the lessons learnt on the project. Every project is a challenge for the 
test team as many new things and issues are encountered in every new project. If 
these things are documented well, then this information can be very vital for 
future projects. 
 
 

Psychology  
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Software testing is something which can be considered as antithesis of software 
development. Whereas during software development, the main focus is on 
developing the software product; during software testing, the main focus is to 
find as many faults as possible in the developed software. A true blue software 
tester will never settle for any claim by the development team about their 
faultless software product. The software tester will always come up with new 
defects with the software product. 
 
It is very important to understand the psychology which goes behind the testing 
function on any software development project. For instance, if the software 
developer is being asked to test his own code then it is bit difficult for him to do 
so. He will always have a bias towards not failing his own code. That is why 
deploying independent testers make more sense as they will work without any 
bias. Software testing function can be deployed with some degrees of 
independence on software projects. On some projects, developers may test their 
own code. On some other projects, outside contractors can be engaged to do 
software testing in-house on the same premise where development is being 
done. On some other projects, software testing is performed by some other set of 
developers who are not part of the team which is writing the source code. In the 
most extreme cases, an independent service provider is engaged who takes care 
of all testing activities what is known as “Independent Verification & Validation” 
(IVV).  
 
This degree of independence impacts level of quality which can be achieved. In 
case of IVV, quality can be achieved at the highest level compared to other 
methods theoretically even though in practice, many factors may affect the real 
outcome. 
 
 

Human resources  
 
A software test team needs people with roles in test delivery manager, test 
manager, test lead, test analyst, test automation engineer, test engineer and 
similar kind of some more roles. These roles demand very specific kind of 
education and training. There are some certification organizations like ISQTB, 
CSTE, IIST etc. who provide training and then certification for test professionals. 
Software vendors like Mercury (Hewlett Packard), Segue, Rational (IBM) etc. 
provide certification for their test tools. At the university level, software testing is 
part of curriculum in the undergraduate computer science degree at many 
universities. Then there are many computer training institutes which provide 
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training for specific testing tools. Many large corporations also provide internal 
training opportunities to its staff. 
 
Still, all of these efforts are not good enough. A large number of testing 
professionals still do not have sufficient skills to do their testing tasks efficiently. 
A large number of testing professionals lack adequate training and education in 
software testing. In such a scenario, a test manager must try hard to find good 
skilled people to staff their projects.  
 
For test engineers, this bleak scenario suggests that, you should try to get 
training, experience and learn on your own from whomever and wherever 
possible. You should also try to aim for learning on your own when known 
sources of learning are not easily accessible.  
 
But the most important aspect about having a career in software testing perhaps 
will be impacted by the fragile nature of software development industry. All the 
time new technologies keep coming at fast rate. Old technologies keep becoming 
obsolete at even faster rate. So keep learning new technology is the mantra to 
keep your job and be successful as a test engineer. One more aspect which keeps 
challenging test engineers is the development methodologies which keep 
changing. Sometime back it was waterfall model. Then came Unified Process 
Model. Then came eXtreme Programming. Now Scrum is all the rage. The impact 
on the test engineer is certainly there when development methodologies change. 
Whenever there is a change in development methodology obviously there will be 
change in testing methodology. Keep adapting to new methodology is again a 
critical success factor for test engineers. 
 
 

Communication management 
 
For small test projects, communication management is never an issue. The test 
team may be comprised of just a few heads and they are co-located. The tasks 
and responsibility of each person is limited and whenever there are any issues, 
they can be easily solved. But on large engagements, there may be large teams 
working from different sites, separated by geographies and time zones. The 
management may also consist of many layers. Definitely such an environment 
calls for elaborate communication arrangements. First of all, it is of utmost 
importance that all the teams must be aligned so that they know that they are 
talking the same thing when actually the same thing is being communicated and 
vice versa. Miscommunication is easily possible and meanings change fast for the 
same thing. People are not on the same page when some thing is being 
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discussed. This leads to things done wrongly or not done at all. What is to be 
done and how it should be done should also be very clear for all the teams. Some 
standard templates for all communication should help in such situations. Central 
repository of all work products is most beneficial. There should also be a strict 
practice to have just one copy of any work product being done at a time. When 
any changes are made in any assignment then it should be made sure that it is 
communicated to the concerned person immediately and that the person 
understands the change and how it will impact his assignment.  
 
 

Testing in Agile Environment 
 
 
A lot of experts say, agile way of doing things are entirely different from 
traditional way of doing things. Traditional here means the old way of planned 
management of projects using models like waterfall and such. From this 
corollary, it transpired that people think that no planning should be allowed to 
be done on projects and that software projects should be allowed to go on steam 
without making proper plans. The trouble is, if you do not plan for any project 
then how you are going to manage it. Without having a proper plan in hand, 
there will not be any visibility on the project and so, no body will be able to 
know what is going on the project at any given time. It will also be difficult to 
reply to questions like when the project is going to be finished, how much it will 
cost, how many people will be needed for the project and when etc. With agile 
development methodology, the test methodology should also be agile. In fact, if a 
test engineer is not familiar with the way agile projects are carried out, he will 
not be able to contribute much on the project.  
 
We will discuss all these issues in chapter 6 – “Testing on Agile Projects” and 
chapter 7 – “Testing on Traditional Projects” of this text. 
 
 

Configuration & Version Control 
 
 
During the entire software project, a lot of test activities are carried out. It is 
important to keep track of everything related to testing activities such as test 
plans, test cases, test reports, automation scripts, issues and resolutions, test 
activities progress reports, defects etc. All of these activities will also generate 
many versions of documents for the same activities. So version control also 
comes in picture apart from configuration aspects. The testing project must have 
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a good configuration and version control management system so that all 
documents and artifacts are available at one place. This configuration & version 
control system must allow for easy creation of documents, check-in and check-
out of these documents, good version control of various versions of each 
document and artifact etc. The system should also allow for project teams who 
may be working from remote sites. That means, it must have a good and strong 
security in place so that it is not hacked by any outsider.  
 
Ideally this system should be just one platform where facility for different kinds 
of work to be performed should be provided. So a test analyst should be able to 
make test cases and test scenarios using this system. The test engineer should be 
able to run the test cases using this same system. The test reports should be 
generated by automated systems on this same platform. Test managers and test 
engineers should be able to prepare manual reports in this same platform. This 
kind of tool if it exists will provide a great work environment with highest 
possible productivity as well as help in completely eliminating human errors, 
duplicity of records etc. But presently there is no such tool in the market 
available which allows the test team to do everything using just one tool. The 
best option in such a case is to look for tools which will integrate with each other 
and provide a complete testing platform so that it is most useful for the entire 
test team. 
 
 

Test data preparation 
 
 
How can you forget about test data when you are discussing about software 
testing? The 2 most crucial things about testing is requirements and test data. 
Without proper data, you can not test your application. Suppose you need to test 
a web application which meant to be used as a social media (Facebook for 
instance). One of the requirement says you need to have a search function which 
will search the internet for potential friends so that you can invite them to your 
facebook page. How you can test this functionality? The requirement further 
says, you can search for email addresses for friends who are already are on your 
email contact list. To test this functionality, you will invoke the search 
functionality of the application and then see if it provides a list of email list of 
your friends from your email contacts. If it does then it is working fine; if not 
then it is not working. Now suppose you do not have any contacts in your email 
address. Then what will happen? Can you test the application? In fact testing the 
application will be impossible in this case. The email addresses of your friends in 
your email contact list is the data on which you can test this application feature. 
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If you do not have any contacts in your email contacts list then you may need to 
create some sample contacts in your email contact list and only afterwards you 
will be able to test this application feature. 
 
In real life, testing of software applications is done using some sample data 
which test engineers call test data. Before any test execution activity starts, the 
test team prepares and populates the test data in the application under test. 
 
 

Test environment preparation 
 
 
When the test team starts executing test cases, they start finding defects in the 
software application under test. They log these defects in the defect tracking 
system so that these can be fixed. But before fixing the defect, the developers 
would like to verify if there is indeed defect in the application or not. Due to 
many reasons like running a different version of the application, not entering 
proper data, not having the same load on the server (for performance testing), 
running the application on a different operating system etc.; the developer may 
not see the defect in the same way as the test engineer might have seen it. Then a 
dispute can arise between development and testing teams. To make sure that all 
logged defects can be verified anytime during testing cycle, it is important that a 
dedicated test environment is created. The test team should use only this 
environment to test the application. When defect reported by them is to be 
verified by the developers then it will be easy for them to verify it in this 
environment as both defect detection and defect verification will happen on the 
same environment. Chances of disputes can thus be minimized. 
 
This environment should not be used for any other purpose apart from testing. 
The environment should be created in such a manner that it should resemble the 
proposed production environment as much as possible. This will ensure that 
when the application gets deployed, it will be almost a mirror image of the 
environment which has been tested thoroughly and thus chances of escaped 
defects to the production can be minimized. 
 
 

Chapter Summary 
 
Testing of any product or service is done by observation of physical or abstract 
attributes of the product or service. This observation is compared against 
expected values. If the actual value is same as expected value then quality of the 



Software Testing & Quality Assurance: From traditional to 
cloud computing 

 

26 

 

product or service is considered good and if not then bad. Software testing is 
phase in the lifecycle of software development projects as per the traditional 
waterfall model. But due to more knowledge and understanding about software 
projects; gained over decades of experience, it is carried through out the lifecycle 
of the software project. There are many kinds of testing depending on the needs 
and the kind of application is to be tested. 
 
 
 
 

Review Questions 
 
1. What is a defect? 
2. What is software testing? 
3. What is the importance of software testing on software projects? Is it 
possible to skip software testing on a software project? 

4. What is software verification? 
5. What is software validation?  

 


